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Keeping Pace with Technological Dynamics 
(Consumer’s Convenience, Safety, Care and Benefit are all Crucial to Confirm ‘Digital India’ Success!) 

 
Dr Sitaram Dixit, Chairman – Consumer Guidance Society of India (CGSI)  

(Toned-down edited version published in Yojana – December 2017 issue, Ministry of Information & Broadcasting, Government of India, Publication) 
 
 

E-Payments Pre & Post Demonetisation in India 

One complete year has now passed by when India’s Prime Minister 
Shri. Narendra Modi announced the demonetisation of the then 
existing high denomination currency viz., Rs. 1000 & Rs. 500, 
genuinely visualising of making India, a cash less or less cash 
country. The note-ban drive decision of the Modi Government, 
surely gave essential stimulus to consumers for adopting online 
financial payments, however the adoption rate of digital 
transactions soon plateaued out to previous levels, as cash became 
available. When the Government banned high denomination 
currency notes, it removed a vast amount of cash from the Indian 
economy, compelling people to use debit/credit cards or online 
internet methods for carrying out their financial transactions. 
Pulling out 86% of the available cash from the economy overnight, 
gave in to the typical “Push –up Factor” immediately boosting the 
use of digital platforms and once cash was back in circulation those 
who earlier dealt in cash happily went back to it.  

In October 2016, according to RBI the apex bank of India, debit 
card transactions was Rs. 21,941 crore and credit card payments 
Rs. 29,942 crore. Post-demonetisation in December 2016 debit 
card transactions jumped to Rs. 58,000 crore, credit card 
payments Rs. 31,150 crore. However, after about 10 months post 
demonetisation in August 2017 debit card transactions and credit 
card payments both stood at Rs. 36,000 crore level, each coming 
down substantially from November 2016 – January 2017 peak 
levels. Although it is a fact that people have again started 
transacting more in cash, the note ban has surely ensured that 
consumers also seriously consider digital payment system like 
BHIM (Bharat Interface for Money), UPI (United Payment 
Interface), IMPS (Immediate Payments Transfer), other Banking 
Platforms, etc., that are all in place for considerate imminent 
adoption when in need.  

Consumers and small businesses stopped on-line transactions with 
improving cash availability primarily to avoid taking tax 
numbers/pay taxes, avoid the prevalent tax collecting 
authorities/system that lacks trust security and is fraught with 
scams (as daily newspaper reports suggests) also the fact that the 
Government withdrew the relaxed incentive on transaction charge, 
in existence during the three-month window period. Digital 
security and safety also include protecting consumers’ payment 
details, financial assets, personal identity to prevent misuse and 
personal individual safety from frauds and personal well-being 
from the tax collecting authorities/system. One significant learning 
we gather from this is that, digital technology even becoming 
default or pervasive need not necessarily relate to a consumers 
choice, satisfaction and trust. It could be true that consumers 
expect technology to deliver reliable, beneficial quality services but 
it does not mean that they have absolute faith or believe it to be in 

their best interest and/or can protect them from any impending 
harm. 

Consumer & Consumer Protection 

All people have an inherent right to expect safe quality 
goods/services and expect fair treatment while finding solutions if 
things go wrong. We are all aware that this is possible, only when 
businesses deliver consistent quality goods/services and national 
consumer policy-makers take active steps, to implement effective 
consumer protection. In this respect, every country should have 
consumer protection policies providing adequate protection by not 
only encouraging ethical businesses, but also preventing abusive 
business practices, so that goods and services rendered are as per 
consumer needs.  

Consumers expect policy guidelines formulated recognise the 
country’s unique cultural, economic, social circumstances and 
environmental conditions, constituting relevant levels of consumer 
protection. This is possible only if the Governments develop, 
provide and maintain, adequate infrastructure, implement, 
monitor and ensure consumer protection policy measures, that 
benefit every segment of the populace, including the vulnerable 
disadvantaged, existing in rural areas or in poverty. The 
Government should essentially also promote sustainable 
consumption; help create market conditions giving consumers 
larger choice, at lower prices, in addition to boosting the 
development of independent consumer groups furthering the 
cause of consumer protection. 

The Digital World 

Our world is becoming globalized, experiencing speedy 
transformational change in determining required information, 
sharing, communicating, socializing, banking, shopping, etc., all 
creating choices, opportunities, conveniences and lower prices for 
consumers. Digital medium and mobile transactions have without 
doubt transformed consumer’s lives. However, to ensure 
continuation of this opportunity growth in digital developments, 
users need to trust it enough so that it integrates itself into their 
routine life and not just remain as one of the many available 
options to deal with. Access and availability of an affordable, 
consistent, good quality broadband internet infrastructure, an 
important aspect of digital consumer’s right, is also a central 
prerequisite for a country’s economic development. Government, 
regulators, business, resolute co-ordinated efforts alone can ensure 
this especially in remote geographical areas.  

A global survey for the year 2015 indicates that 47% of the world’s 
population were online; 2.5 billion of those were in economically 
developing countries thereby indicating that 3.9 billion people, i.e., 
nearly 53% of the world’s population were still not internet savvy. 
Recent estimates also suggest that less than 10% of people in the 
economically developed countries access internet, in comparison 
to over 80% in developed countries. Uneven coverage within 
countries, setup affordability and connection costs, device costs 
and unfair data caps are other issues with digitalisation and India 
is no exception. 

Today over 40% of the world’s population uses internet and with 
the current continued focus on access and inclusion, this is bound 
to increase. Hitherto, for mass acceptance of products and services, 
consumers trust in the digital economy is obligatory which 

CONSUMER: Is any individual purchasing or 
using goods or services, for personal, family or 
household purposes. 

CONSUMER PROTECTION POLICIES: It 
comprises of the national laws and regulations, 
procedures, mechanisms & programs, 
including industry sector standards and codes 
of practice. 
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unfortunately in some aspects is either lacking or hardly 
encouraging. Building trust cannot be laid-back and overlooking 
these issues, will only hamper further growth and integration of 
technology in people’s routine.  

On the demand side of economy, traditionally consumer initiatives 
alone gives impetuses, to internet digital bargain, purchasing 
decisions, sharing information, creating content, commenting, 
ranking, reviewing, using and providing services, in peer-to-peer 
networks and digital platforms. However, despite this glut of 
opportunities to shape the digital economy, the rapid pace of 
change in technologies, is only leaving consumers confused of their 
choices, relatively disempowering them from behind the scene 
occurrences. Understanding consumer worries and expectations 
about the digital medium and striving to find ways to build trust, is 
by itself a big challenge for policy-makers. The most important 
point to note here is that, a consumer’s voluntary participation 
alone will lead to a flourishing innovative digital technology 
regime, thereby making the next stage of digital development work, 
better than ever before. 

Consumer Perceptions & Reality 

The last two decades in India has witnessed consumer optimism 
giving way to pessimism with an overall feeling of helplessness and 
decline in trusting business, media, Government and even some 
NGO’s because of a general sentiment that these institutions are 
incompetent and so incapable to protect them from any adverse 
effects of globalization and technology change. Technology falls 
short on authenticity, transparency, protecting consumer data with 
most consumers convinced that commercial brands with access to 
their personal data will only use it unethically with the remaining 
majority not even aware of what information companies hold about 
them. Addressing consumer concerns by regular review and re-
evaluation of the scope of personal data collection, its need, 
invasive marketing, discriminatory practices, privacy loss and 
exposure to an individual’s security risks are also essential. 
Consumers should have clear knowledge on their personal data 
collected, its purpose, be fully alert of the implications of its use in 
the digital economy and know easy effective methods, to assert 
control or mitigate risks. Companies should provide consumers 
with simple secure techniques for access and control of their data 
to benefit from opportunities of sharing the same, in line with their 
preferences, expectations and legal rights. 

In a digital economy, we may not be able to avoid data 
transmissions however, it is vital that consumers exert control over 
personal data flows and privacy preferences. It is the regulator’s 
onus, to note the impact of multiple organisations collecting data 
of citizens and its effect on their legal rights. They should create 
appropriate frameworks, suitable to address problems that 
challenge automated decisions, ensuring that processes are lawful 
and decisions centred on sensitive information, are without any 
discrimination to race, gender or religion. Regulators should also 
ensure, that all information stored and/or transmitted, are with the 
highest rational standards of security, either by incentivising or 
strict monitoring, that force companies to adopt the best practices 
by design. Policy regulations for companies should also include 
independent data security assessment, through timely breach 
notification and prompt sanctioning of benefits or immediate 
compensation to aggrieved consumers. 

Consumer Redress 

In the event of breaches of security, consumers should have easy 
access to redress and these rights in the digital medium must be, at 
par with those available for other commerce forms. Firms offering 
online transactions ought to offer strong, accountable and fair 
internal dispute mechanisms, without undue delays and at a 
reasonable cost. Availability of independent redress mechanisms, 
for unresolved disputes is utmost essential. The digital world 

involves cross sectoral, cross border transactions, multiple 
providers, etc., and regulators should work across jurisdictions, to 
support cross assistance to resolve disputes, enhancing consumers’ 
ability to compare and switch providers, support interoperable 
compatible devices and software standards, with rights to access 
and transfer data between services. International policy on cross 
border data transfer should be co-ordinated, so that countries 
involved in transactions, have in place high standards of 
protection, in both substantive and procedural national laws. 

Empower Consumers & Build Trust 

The Indian Government and businesses to drive economic growth, 
is investing in e-commerce. Developing consumer trustworthy 
online payment systems therefore is a priority. Newspaper reports 
often talks about data breaches, stealing of digital personal records, 
bank account details, email addresses, online account identity, 
medical information, etc. Losing all this information could mean 
financial loss, identity theft and deep distress on finding private 
information in public domain. Powerful digital technology allows 
companies to collect, store and share vast quantities of consumers’ 
personal data to support product functionality, but many are truly 
neither necessary nor required. Personal security and safety in the 
digital world necessarily should also cover particularly children 
consumers, who are vulnerable to harm or less able to manage 
online risks. It is difficult to spot hazards and/or new risk threats 
in sophisticated new and unfamiliar digital products now available, 
just by simple scrutiny and consumers need to understand the 
safety aspect, well enough before using any new products and 
services. Regulators in addition to raising awareness about online 
security, have to co-ordinate with companies to develop safe and 
secure system practices, easy for consumers to adopt. Providing a 
transparent personal data security with behind the scenes view of 
data usage, can also build some trust in the system. 

The constantly evolving digital technologies blur traditional 
boundaries and cuts across nations with diverse sectoral rules and 
laws making it very difficult to identify the right answers. To 
increase consumers trust on business, it is necessary to willingly 
listen, understand consumer undercurrent demands, with a 
consumer-centric approach and respond to their expectations. 
Upholding digital consumer protection and treating them fairly, 
should be the corporate culture and fundamental objective in 
governance of digital providers and regulatory policy legislation 
should be such, that companies not adhering to it or practising 
adverse methods that harm vulnerable consumers be severely 
penalised. Truly, regulation is not an absolute solution, but still has 
a very crucial role in providing certainty and a strong foundation of 
protection guarantees, for consumers to participate confidently in 
the digital economy. 

Consumer products embedded with sensors devices augmenting 
their functionality and thereby becoming ‘smart’ are growing in the 
consumer market. Smart capability equips objects, sense activity, 
collect data and exchange it with smartphones or other connected 
devices, with remote centralised information systems. In order to 
take apt and necessary decisions, consumers should have complete 
knowledge; about the implications of their personal data usage, 
during product use and/or service relationship and how the various 
processes that allows access to the service, affect pricing and 
quality. Increase in internet access and wireless connectivity will 
spurt a gradual demand for such products, leading to reduction of 
software and data handling costs, making everyday items like 
utility meters, domestic appliances, consumer electronics, 
wearable fitness trackers, cars and home security systems, to all 
acquire the ability to connect to the internet and to one another.  

New developments bring about both increased opportunities and 
risks for consumers. Consumer products embedded digital 
technology, do enable it to connect to the internet subject to 
licences, but also have a worrying functionality namely, subjected 
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to greater controls over use, sharing or modification, largely 
dependent on the provider’s definition of product ‘lifetime’ and 
suitable use, that prevails especially in case of dispute. It is vital 
that digital product companies, follow international standards of 
manufacture, provide after sales essential security updates for a 
reasonable specified period, follow clear liability rules and ensure 
that consumers are fully compensated, in case of any harm 
encountered due to safety and/or security reasons.  

Realising consumer rights in a situation with complex lines of 
accountability and liability, remote automated contract 
enforcement issues, difficulties in changing provider, is beyond 
data privacy and security questions creating further confusion over 
exactly, what a consumer can or can’t do with a product they have 
purchased. Consumers owning or using such products, with very 
little input or only isolated decisions from them but relying more 
on software today find it difficult, in identifying as to who is 
responsible, when something goes wrong. The maze of countless 
links, within a complex network of manufacturers, apps and ISP’s 
only makes it more problematic.  

Consumer protection and empowerment regulation, for digital 
medium users is fundamental to address online complexity of 
security, liability, incompatibility and affordability. Equivalent to 
the feature, type and variety of digital services and products, 
protection levels should be same, for online or offline purchase 
activities. It is important to note that evidence-based and outcome-
focused interventions and solutions are necessary, as they have 
better impact on consumer satisfaction. An open complementary 
global measurable digital economy standard, in addition to a 
proportionally strong, effective and easily accessible legal 
mechanisms, that provide sanction against abuse and technical 
failures, thus protecting consumers from fraud and unfair online 
treatment errors, is necessary to build consumer trust and 
confidence. More importantly, a regulatory mechanism-keeping 
pace with the pervasive nature of any technology change, that also 
makes sure that consumers are clear on their ownership and 
guaranteeing rights to fair use, due process and proportionality are 
essential elements, in building trust and confidence among 
consumers. 

Digital Education & Awareness 

Internet has revolutionised the way we buy and sell goods, with 
many of us enjoying the benefits of online shopping. Problems in 
commerce are unavoidable. We are all familiar with complaints of 
faulty goods, poor services, fake or counterfeit goods, substandard 
or dangerous products, poor service delivery or goods contrary to 
promotional advertisement descriptions, etc. In e-commerce, 
many companies are involved making it troublesome and difficult 
to identify the player legally responsible for any discrepancy and 
consumer experience confirms that legislation, regulation and 
redress standards are ineffective at keeping pace with digital 
economy. The lack of clarity on consumer protection and redress, 
poor regulation mechanism in cross-border, e-commerce with 
persisting problems is still a deterrent for making digital dealings 
a way of life.  

Practical, clear, accurate and credible standard information about 
products and its functionality, providers, processes and consumer 
rights, should be easily available to consumers, so that they 
understand adverse implications if any, of their online activities to 
aid informed decision-making, without complexity and confusion. 
Digital policy should be such that they are easy to understand and 
manage, especially with respect to issues and apprehensions of 
consumers participating in the digital world. Digital consumer 
education entails, not only knowing online rights, but also be 
competent on relevant participative knowledge skills and 
behaviours, to make effective use of digital devices, like computer 
desktops, laptops, tablets, smartphones, etc., for actively 
collaborating and communicating in a functional digital society. 

Additionally, it is also necessary that people develop skills to 
manage both risks and opportunities for making informed choices, 
know exactly where they have to go for assistance and take effective 
steps to protect or improve their online identity. It is important to 
note that consumer education and awareness to develop skills and 
confidence for managing risks and opportunities, is 
complementary to effective regulation and is not an alternative. 

Right to Choose 

Competition and choice too plays an important role, in providing 
quality and/or fairly priced products meeting consumer’s needs, 
helping drive improvements across sectors. The Government has 
the obligation, to maintain competitive markets, for delivering a 
digital world consumer can trust. Establishing rights to portability, 
adhering to comprehensive specification standards in privacy and 
sharing data preferences is necessary. In the digital economy, in 
addition to the abuse of dominant market positioning, new 
challenges unique to each sector exists and addressing these are 
indispensable for consumers benefit and overall economic growth.  

Consumer’s confidence to support digital opportunities could 
increase, only if they are aware that digital business providers meet 
established standards and the accompanying safeguards if things 
go wrong. A company becomes trustworthy when it conducts its 
business activities responsibly, by willing to admit faults and be 
accountable, deal people with honesty and all fairness, is 
transparent in talks, open about supply chains and treats 
employees well. A company at the forefront of digital technology 
has the additional responsibility of understanding the risks and 
benefits of their innovations and demonstrate proactively, their 
commitment to responsible practice. 

Inference 

Technology and innovation has always been dynamic in nature, 
bringing both opportunities and difficulties for consumers. 
Understanding the emerging risks and detriments, in a clear 
balanced manner and mitigating it through appropriate 
protections, is utmost essential, otherwise any potential benefits of 
an innovative technology, will only be undermined. Consumer 
confidence and trust in the digital system are pivotal to deliver 
social economic benefits for consumer citizens. However, this will 
succeed only if further developments available, are trustworthy 
enough to integrate into people’s routine life. The responsibility for 
ensuring protection of consumers’ online rights, upholding 
autonomy and personal freedom, requires collaboration among 
Governments, international organisations and businesses across 
nations.  

Consumer laws and regulations just like technology, should keep 
pace with the technological dynamics, we witness. Every individual 
today, is a part of the digital world and it is up to all of us to make 
it a better trustworthy one. It is imperative to engage, address and 
resolve critical issues, with utmost urgency, without 
procrastinating as otherwise wrong and incorrect system practices 
will quickly take roots firmly, becoming a damaging operating 
system norm, resisting any positive change later. It is critical that 
Governments, global industries, local small businesses, 
international groups, civil society and people as consumers and 
citizens, commit to work jointly, to attain the best possible 
practices and offerings, enhance and build on it to create a trusted 
and safe digital world that upholds consumer rights foremost. 

The first step towards change is awareness. The second step 
is acceptance – Nathaniel Branden 

If you want to keep the customer for life, shock them with a 
random act of kindness or exceptional customer service 
experience – Melonie Dorado 

THE MORE VARIETY, THE BETTER SOCIETY 


